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Introduction 

The purpose of these Email Usage Guidelines is to ensure the proper use of our email system and make 
users aware of acceptable versus unacceptable use of the System.  Failure to comply with these 
Guidelines may result in disciplinary action or sanctions and possible the termination of your 
employment.  We reserve the right to amend these guidelines at our discretion. 

Email message delivery to users outside the district is not tracked and cannot be guaranteed.  Email 
filters may affect the delivery of certain messages and the district does not guarantee that you will 
receive all messages, or that messages will always be sent. 

By your signature on a District Computer Account Request Form, you agree to abide by these email 
Usage Guidelines.  This is effective from the date signed until you terminate your employment or 
association with the district. 

 

Authentication 

Your email account requires a confidential username and password.  Do not share this information with 
anyone else at any time. You are responsible for all email received into or sent from your account. If you 
believe that your email account has been improperly accessed or tampered with, you must immediately 
advise IT Services. 

Monitoring and Archiving 

We retain all email messages that pass through our servers in a separate archive.  All messages older 
than 6 (six) months are automatically purged from your mailbox but not from the district archive.  
Contents of the archive are indexed and searchable, but may not be altered or removed.  Like other 
forms of district records, messages in the archive may be made public as part of internal audits, judicial 
or other public disclosure proceedings. 

We retain these email archives for a period of 6 (six) years. Regardless of compliance requirements, they 
may be retained for longer periods at our sole discretion.  Archives are destroyed at the term of their 
retention period. 

Users are responsible for identifying emails which should be classified as “Permanent” records.  
Permanent records are email messages that document significant policy, decision making, events, or 
legal issues, or pertain to legal proceedings. 

Users must remove email messages deemed as permanent records from their individual email accounts 
and store them in the appropriate permanent record filing location. 

Scanning 

The district scans the content of every email message that passages through its servers based on 
predetermined criteria.  If the message does not pass the criteria, it will not be delivered to you. 

Rejected messages may include: 

1. File attachments with certain extension of (such as .exe, .zip) 
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2. File attachments larger than 5 MB 

Mobile Devices 

Mobile devices can be used as portable mailboxes.  

Users of mobile devices must: 

1. Notify IT Services immediately in the case of loss 
2. Activate the device power-on password 

Data Leak Prevention 

You should protect email messages, files and records from unauthorized release to third parties.  
Suspicious demands for messages should be reported to IT Services. 

Remember that email is a public transmission system: messages sent to the outside world can be read 
by anyone monitoring our network or the intended recipient’s network. You should not use email to 
transmit sensitive or confidential information unless it has been encrypted.  

User’s Responsibilities 

Speech Guidelines 

1. You will demonstrate the same respect as your give to verbal communications. 
2. You should check your spelling and grammar. 
3. You should re-read your messages before sending. 
4. You will not send or forward chain letters, jokes, or off-color material as text or 

attachments. 
5. You will not transmit unsolicited mass email (spam), internally or externally, directly with 

the email system or with any other email application.  
6. You will not send messages that are hateful, harassing or threatening. 
7. You will not send messages that support illegal or unethical activities. 

Usage Guidelines 

1. You should not use distribution lists or message broadcasts except for making appropriate 
announcements. 

2. Keep personal use of your district email account to a minimum and delete all messages of a 
personal nature as soon as practically possible. 

3. Your district email account should not be your personal email account.  You should have a 
separate email account established for personal activities (personal communication, banking, 
shopping, etc). 

4. Please help keep our email system safe and reliable by respecting these regulations and by 
helping System Administrators to protect it from abuse by others. 

 


